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Agenda

Å Business and IT Challenges

Å Business Ready Security

ð Protection

ð Identity & Access



Agility and Flexibility Control
BUSINESS Needs IT Needs

Reduce security management 

costs

Respond faster to security 

events

Enterprise-wide protection from 

emerging threats

Enable compliance across 
enterprise

Multiple products to 

deploy and manage

Business Needs And IT Challenges

Lack of enterprise visibility 

hinders compliance

No coordination between siloed 

security products

Financially motivated evolving 

threats



National Interest

Personal Gain

Personal Fame

Curiosity

Undergraduate Expert Specialist

Largest area 
by volume

Largest area by $ lost

Script-Kiddy

Largest segment by 
$ spent on defense

Fastest 
growing 
segment

AuthorVandal

Thief

Spy

Trespasser

Evolving Threats



Evolving Threat Landscape

Local Area 

Networks

First PC virus

Boot sector 

viruses

Create notoriety

or cause havoc

Slow propagation

16-bit DOS

Internet Era

Macro viruses

Script viruses

Key loggers

Create 

notoriety

or cause havoc

Faster 

propagation

32-bit Windows

Broadband

prevalent

Spyware, Spam

Phishing

Botnets & Rootkits

War Driving

Financial 

motivation

Internet 

wide impact

32-bit Windows

Hyper jacking

Peer to Peer

Social engineering

Application 

attacks

Financial 

motivation

Targeted attacks

Network device 

attacks

64-bit Windows



Secure 
against attacks

Protects confidentiality, 
integrity and availability 

of data and systems

Microsoft Security Response Center (MSRC)

Microsoft Malware Protection Center (MMPC)

Secure Windows Initiative (SWI)

Security Science

Build solutions that protect privacy

Safe guard your corporate data

Protect Personal Privacy

Microsoft Online Crash Analysis

Engineering Excellence Training and Guidelines

Microsoft Online Services with high 
reliability in multiple data centers

Vendor Engagement and Windows Hardware Quality Lab

Business Continuity explicitly designed 
in with prescriptive guidance

Interop Vendor Alliance

Open Source Software Lab

Transparent Practices 
(SDL, Codeplex, etc.)

Microsoft Privacy Guidelines 
for developing Software and Services

Microsoft Data Governance Framework

Managing and Protecting 
Personal Information

Predictable , consistent, responsive service

Maintainable , easy to configure and manage

Resilient , works despite changes

Recoverable , easily restored

Proven , ready to operate

Commitment to customer -centric Interoperability
Automated Policy based solutions

Recognized industry leader , world -class partner
Open, transparent

SQL Server 2005

Visual Studio 2005

Windows Server 

2003 SP1

Malicious SW 

Removal Tool

Windows 

XP SP2

DSI Launched

TWC 

Announced

SDL begins

Windows 

Server 2003

Windows 

Defender

Windows 

Live OneCare

2002

Windows Vista

Office 2007

Forefront

2003 2004 2005 2006 20082007

Windows 

Server 2008

SQL Server 2008


